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DETAILED ACTION 

1 . Claims 1-6 and 8-22 remain for examination. The correspondence filed 8/26/08 
and 8/27/08 amended claims 1, 2, 17, and 18. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-22 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

4. Claims 1-6, 8-14 and 17-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Burns (U.S. Patent 6,405,315), and further in view of Flyntz (U.S. 
Patent Application Publication 2002/0147924) in view of "Windows 2000 Quick Fixes" 
(hereinafter, "Boyce"). 

Regarding claims 1 and 18: 

Burns discloses an electronic device network system comprising: an electronic 
device for transmitting data via a network (a network client, col. 5, lines 55-60); a 
plurality of storing means for storing data transmitted from the electronic device (the 
storage devices, Ibid); a plurality of external devices for acquiring data from the storing 
means and processing the acquired data (other network clients, Ibid and Figure 1); the 
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network connecting the storing means, the electronic device, and the external devices 
to one another (Ibid, and Figs. 1 & 2), wherein the electronic device, at least one of the 
plurality of storing means, and at least one of the external devices each have a security 
function (col. 5, lines 25-45), said method searching the plurality of storing means and 
the plurality of external devices whose respective security functions match a security 
level set by a user, when the electronic device transmits data (Figure 7) wherein the 
electronic device transmits the data to one of the given storage means or the given 
external device responsive to an input from the user selecting the one of the identified 
given storing means or the identified given external device as the recipient for the 
transmitted data (col. 9, lines 1-25; col. 13, lines 1-35). 

Although Burns disclose a setting section for setting a security level for the data 
to be transmitted, the set security level being selected by a user from a plurality of 
identified security levels (col. 9, lines 1-25), it does not appear to disclose wherein the 
security levels are associated with a device. However, Flyntz discloses wherein 
individual computers/storage devices can have security levels (paragraphs 0016, 0033, 
0034, & 0041; cf. Figures 1 & 2), including a setting section for setting a security level 
for the data to be transmitted, the set security level being responsive to input from a 
user of the electronic device and selected from a plurality of identified security levels 
(Ibid, and paragraphs 0058-0060). It would have been obvious to one of ordinary skill in 
the art at the time the invention was made to have hardware devices have their own 
security levels in the invention disclosed by Burns, as all of the claimed elements were 
known in the art, and one of ordinary skill in the art could have combined the elements 
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as claimed by known methods, and the result would have yielded predictable results to 
one of ordinary skill in the art at the time of the invention. 

Although neither Burns nor Flint explicitly disclose a selecting means for 
providing results of the searching to the user and for providing output, the output 
corresponding to a selected one of the identified one or more given storing means or 
the identified one or more given external device whose security level corresponds to the 
security level set in the setting section, the selected one being selected by the user from 
the provided search results, it is observed that the technique of searching for external 
storage devices and having a user select one of the results has long since been a 
feature of operating systems such as Windows 2000; one example of said feature is 
disclosed by Boyce (section 8.7.1 , "Use Search for Computers"). It is further observed 
that the external devices ("shares": see section 8.1 1) have at least a rudimentary 
approximation of security levels (all of section 8.1). Accordingly, it would have been 
obvious to include a searching means for external storage devices into the invention of 
Burns in view of Flyntz, as the technique was recognized as part of the ordinary 
capabilities of one of ordinary skill in the art, given the disclosure of the technique as 
being a component of prior art operating systems in general. 

Regarding claim 17: 

Burns discloses a data receiver search system comprising: a plurality of storing 
means with different security levels for storing data (col. 5, lines 55-60); a plurality of 
external devices for acquiring data from the storing means and processing the acquired 
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data (other network clients 1 , Ibid); an electronic device connected to the plurality of 
storing means and the plurality of external devices via a network (the owner's network 
client, Ibid); and a search device, connected to the electronic device, for searching for a 
storing means that satisfies predetermined conditions (Figure 7); the electronic device 
including: a transmission section for transmitting data to the storing means (col. 3, lines 
10-25); a setting section for enabling a user to set a security level for transmitted data 
(Ibid), the search device including a search section for a storing means according to the 
security level set in the setting section, so that the transmitted data is received by the 
storing means responsive to an input from the user selecting the identified given storing 
means as the recipient for the transmitted data (Details on selected File Operation 
Parameters: col. 12, line 52 - col. 13, line 35). 

Although Burns disclose a setting section for setting a security level for the data 
to be transmitted, the set security level being selected by a user from a plurality of 
identified security levels (col. 9, lines 1-25), it does not appear to disclose wherein the 
security levels are associated with the network client devices. However, Flyntz 
discloses wherein individual computers/storage devices can have security levels 
(paragraphs 0016, 0033, 0034, & 0041 ; cf. Figures 1 & 2), including a setting section for 
setting a security level for the data to be transmitted, the set security level being 
responsive to input from a user of the electronic device and selected from a plurality of 
identified security levels (Ibid, and paragraphs 0058-0060). It would have been obvious 



1 Examiner wishes to observe that, unlike in the Miyazaki reference wherein it was assumed that devices 
inherit the security levels of their user, the newly-discovered Flyntz reference discloses wherein devices 
have their own security levels, rendering Applicant's arguments vis-a-vis "network clients" moot. 
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to one of ordinary skill in the art at the time the invention was made to have hardware 
devices have their own security levels in the invention disclosed by Burns, as all of the 
claimed elements were known in the art, and one of ordinary skill in the art could have 
combined the elements as claimed by known methods, and the result would have 
yielded predictable results to one of ordinary skill in the art at the time of the invention. 

Although neither Burns nor Flint explicitly disclose a selecting means for 
providing results of the searching to the user and for providing output, the output 
corresponding to a selected one of the identified one or more given storing means or 
the identified one or more given external device whose security level corresponds to the 
security level set in the setting section, the selected one being selected by the user from 
the provided search results, it is observed that the technique of searching for external 
storage devices and having a user select one of the results has long since been a 
feature of operating systems such as Windows 2000; one example of said feature is 
disclosed by Boyce (section 8.7.1 , "Use Search for Computers"). It is further observed 
that the external devices ("shares": see section 8.1 1) have at least a rudimentary 
approximation of security levels (all of section 8.1). Accordingly, it would have been 
obvious to include a searching means for external storage devices into the invention of 
Burns in view of Flyntz, as the technique was recognized as part of the ordinary 
capabilities of one of ordinary skill in the art, given the disclosure of the technique as 
being a component of prior art operating systems in general. 
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Regarding claim 2: 

Burns further discloses wherein the plurality of storing means includes a first 
storing means having a higher security level, and a second storing means having a 
lower security level (col. 13, lines 5-15). 

Regarding claim 3: 

Burns further discloses wherein the first storing means transmits data by 
encrypting the data (col. 5, lines 25-45), and the second storing means transmits data 
without encrypting the data (col. 2, lines 4-27). 

Regarding claim 5: 

Burns discloses wherein each of the storing means can either be on a local area 
network [i.e. not having access to the Internet] or other network means (col. 5, lines 5- 
10). Additionally, the prior art technologies that Burns discloses as being analogous to 
that invention (e.g. NFS, col. 2, lines 5-20) were capable of being connected to the 
Internet (cf. "more NFS over TCP stuff' reference). Accordingly, it would have been 
obvious to one of ordinary skill in the art to construe the "other network types" as the 
Internet itself, as Burns discloses that there existed a need for the ability to share data 
remotely in an identical manner to how one would access it locally (col. 1, lines 20-30). 
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Regarding claim 4: 

The rationale for rejection of claim 5 also applies to the rejection of claim 4. 
Furthermore, one of ordinary skill in the art at the time the invention was made would 
have known to use a firewall to limit access to devices on the Internet, particularly as 
firewalls are designed to implement access control policy (see page 4 of the previously 
enclosed "Firewalls FAQ"; cf. Burns, col. 13, lines 5 and 33) 

Regarding claim 6: 

Burns further discloses wherein the electronic device, at least one of the plurality 
of storing means, and at least one of the external devices each have a communications 
function for encrypted data (col. 5, lines 25-45). 

Regarding claims 8 and 19: 

Burns further discloses search means for searching for an external device 
according to locations or function of the external devices (Ibid). 

Regarding claims 9, 10, and 20: 

Burns further discloses wherein the search means searches for a transmission 
route of the transmitted data from the electronic device to the storing means or external 
device (Ibid, and also col. 5, lines 25-45). 
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Regarding claim 1 1 : 

Burns further discloses wherein the external devices each include a search 

section for searching for a storing means whose security level matches a security level 

of an external device making the search (col. 10, lines 20-50). 

Regarding claim 12: 

Burns further discloses wherein the electronic device includes a displaying 
means for displaying a result of search made by a search means according to search 
conditions (e.g. the "is" command inherent to Unix-based systems: col. 9, lines 20-25). 

Regarding claim 13: 

Burns further discloses wherein the respective security functions of the electronic 
device, at least one of the plurality of storing means, and at least one of the plurality of 
external devices are rendered depending on whether the electronic device, the storing 
means, and the external devices belong to which of a plurality of networks that are 
connected to one another via access control means (col. 10, lines 20-50). 

Regarding claim 14: 

It is taken as Applicant admitted prior art that the computers used in the Burns 
system would have a monitor or other visual display means, which would make them an 
"image forming device" under the broadest possible definition in the art. 
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Regarding claim 21 : 

Flyntz further discloses prohibiting the transmission of data from the electronic 

device or from the storing means when the respective associated security levels of the 

electronic device, the storing means, and the external devices do not match the security 

level as established by the user (paragraphs 0058-0060) and allowing transmission of 

data when the electronic device, the storing means, and the external devices do not 

match the security level as established by the user (Ibid). 

Regarding claim 22: 

Burns further discloses wherein when stored data in a storing means needs to be 
outputted from an external device but an external device and a storing means have 
different associated security levels so that the data is prevented from being transmitted 
from the storing means to the external device, repeating said step of searching to 
identify another given external device whose security level matches the security level of 
the storing means storing the necessary data (col. 10, lines 20-50; col. 13, lines 1-35). 

5. Claims 15 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Burns in view of Flyntz in view of Boyce as applied to claims 1 and 14 above, and 
further in view of Tomat (U.S. Patent 6,459,499). 
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Regarding claims 15 and 16: 

Burns and Flyntz and Boyce disclose or suggest all the limitations of claims 1 
and 14 above. Neither Burns nor Flyntz nor Boyce disclose that the electronic device is 
a scanner; however, Tomat discloses that scanners were capable of transmitting data 
via a network (col. 2, lines 33-45). It would have been obvious to one of ordinary skill in 
the art at the time the invention was made to use a scanner as the electronic device to 
transmit data via a network to the distributed storage of Burns (in view of Flyntz in view 
of Boyce). The motivation for doing so would be to make it easy for a user to send 
scanned images to remote systems with a minimum of user intervention (col. 2, 5-25). 

Conclusion 

6. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thomas Gyorfi whose telephone number is (571)272- 
3849. The examiner can normally be reached on 8:30am - 5:00pm Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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12/30/08 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



